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Edit Route
Enter Prefix Add NextHops Enter VnetName
0.0.0.0/0 20014.4 x default v

Cancel Save

private ip juizes 5 39, pb YL o ;0 as o plis |y gl Cardg Dledlbl T )0 a5 0iS o saalie | 568 5,500 Lo 8g3 &y Jlail 51 o
n 10.4.01 [al] Admin A

Dashboard 2022/07/09 11:38:29

Dashboard

e - -
Reset Config Reboot
View and Set Configuration

Edit

G 3 Amnet entry points Vnets
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) v
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Set SvsConfig

Add IPAddresses

200343 v

Add Vnets l
300 v es

200 v & H
310 v X

. [

Cancel Save
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Amnet entry points

Vnets

L2Vnets

200

L3Vnets

300

310

Edit

b b viet ;o oljl o Area o 0 &dly 0 . 0 oo Jig 2l oo b 5 i VIIEL 45 ATER 10 89390 sla g, saled 4 ATeR 12 0 lo 5,
S35 aolml o g, oy fullmesh o g0

Private slo 8,00 odas 1101

byl 9300 o les viiet o1, gel slo s il adS Lo g )l ol o .ol plxil | o b il viet o IP colodas o)lg oo uad i) (25w o
Doy daled 5 S @ ledass by el ools 41,8200 o lei viet jo 1, g3 sla b il 9310 o)l VREt o1, g€2 slo

2 gel 1111/24 up 0c:83:fd:2f.00:01 1500 300
3 ge2 1.2.]‘11'24 up 0c:83:fd:2f.00:02 1500 310
4 ge3 up 0c:83:fd:21:00:03 1500 200
2 gel 211.1/24 up 0c:df:e8:60:00:01 1500 300
3 ge2 221 1/‘14 up Oc:df:e8:60:00:02 1500 310
4 ge3 up 0c:df:e8:60:00:03 1500 200
2 gel 3.].]‘11'24 up 0c:85:f8:61:00:01 1500 300
3 ge2 3.2, |f24 up 0c:85:f8:61:00:02 1500 310
4 ge3 up 0c:85:f8:61:00:03 1500 200
: . e
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static route .l 12.1

aslsl Public s default route G s g, o . oS adlal Static route cul o3y aisl bLsyl o o L Vet Public s la 54, aSul ol
: (“"‘ ao;
nl B

nl 10.4.01 [ar]

Static Route

Route list

1 0.0.0.0/0 2001.4.4 ® , .

1] Srouparpage 10 v

1 o.0.00/0 200.2.4.4 P , B

- ’ Show per Page 10 A

n2

1 0.0.00/0 200.3.4.4 P T

¢ - ] Show per Page 10 hd

n3

Public sl ol 131

- pepd o 13 viet Public o1, ge0 b il 56 ad> e op )51 50

00,5 oo adlol Amnet aSs slo g, 10 (5,8 i &9 4 Public vnet .1
el b vnet jo b ol S JBlas g, a8 cul opl 09 150 b yis, o o Jig crizen 5 01515 control Plane b ailgs 55, aSul aajy 2
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lo g5 sanlie 14.1

e slo B . aijle 13 Jeaz j0 wgliie sla peET L g calizee slo VIIEE 1o la g5 . 0905 camlice o g5 cundy ol oo Tunnels iz jo
i 1ld 5 508 sle g g oy ST,

m 10.4.0.1 [al]

Tunnels

Tunnels list

1 wireguardlio
2 wireguardlio

3 wireguardlio

4 wireguard200
5 wireguard200
6  wireguard300
7 wireguard300
8 wireguard3io

9 wireguard3io

10.4.0.1/32

10.4.0.1/32

10.4.0.1/32

10.4.0.1/32

10.4.0.1/32

10.4.0.1/32

10.4.0.1/32

10.4.01/32

10.4.0.1/32

% ®» ®» ®» v v v %

300

300

310

310

peer_i0101

peer_10.402

peer_10.403

peer_10.402

peer_10.403

peer_10.402

peer_10.403

peer_10.402

peer_10.403

200.1.41

200.1.41

200.1.41

200.1.4.1

200.1.4.1

200.1.4.1

200.1.4.1

200..4.1

200.1.4.1

Tunnels total:

connected: 8

pisconnected: |

192.168.30.30

200.2.42

200.3.4.3

200.2.4.2

200.3.4.3

200.2.42

200.3.43

200.2.4.2

200.3.43

Show per Page

10

v

nl
Admin A

2022[07/11 09:03:45

Ay

sl qlaB iST g el o0 Jog 055 s LS 4SSl fpemol 1S 4 bogype Jig (! L el adad peer_10.1.0.1 & fig

n2

b Jigs conlie .14.1
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n2 10.4.0.2 [ar] Admin A

Tunnels Today 2022/07/11 09:04:05
[m] Tunnels total: §
All h All v Connected: 8

1 wireguardllo 10.4.0.2/32 4 a peer_10101 200242 192.168.30.30
2 wireguardilo 10.4.0.2/32 » peer_10.4.01 2002.4.2 200..4.1
3 wireguardllo 10.4.0.2/32 » - peer_10.403 2002.4.2 200.3.4.3
4 wireguard200 10.4.0.2/32 y 4 200 peer_10.4.01 2002.4.2 200141
5  wireguard200 10.4.0.2/32 y 4 200 peer_10.403 2002.4.2 2003.4.3
6  wireguard3o0 10.4.0.2/32 rd 300 peer_l0.401 200242 200.1.41
7 wireguard3oo 10.4.0.2/32 y 4 300 peer_10.403 2002.4.2 2003.4.3
8 wireguard3io 10.4.0.2/32 rd 310 peer_l0.401 200242 200.1.41
9 wireguard3io 10.4.0.2/32 rd 310 peer_10.403 200242 200.3.43
N - B ShowperPage 10 v
:n3d
J
n3 10.40.3 [an] Admin A
Tunnels Today 2022/07/11 09:04:09
Tunnels list m
(] Tunnels total: 8
All v Al v Connected: 9
Disconnected: 0
1 wireguardilo 10.4.0.3/32 » & peer_10. 200.3.4.3 192.168.30.30
2 wireguardllo 10.4.03/32 y 4 a peer_10.4.01 2003.4.3 200.1.4.1
3 wireguardllo 10.4.03/32 y 4 a peer_10.4.0.2 2003.4.3 200.2.4.2
4 wireguard200 10.4.0.3/32 rd 200 peer_10.401 2003.43 200.1.41
5 wireguard200 10.4.0.3/32 rd 200 peer_10.402 2003.43 200.2.4.2
6  wireguard3o0 10.4.0.3/32 rd 300 peer_10.401 2003.43 200.1.41
7 wireguard300 10.4.0.3/32 rd 300 peer_10.402 2003.43 200.2.4.2
8  wireguard3io 10.4.0.3/32 4 310 peer_10.401 2003.4.3 200.1.41
9 wireguard3io 10.4.0.3/32 4 310 peer_10.402 2003.4.3 200.2.4.2
« - » ShowperPage 10 v
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routing Jsu> coslie 15.1

Sygo & b WE L 0sPE 5,k 51 L siies connected b g, 10 sad a8lsl sl TOUtE . 0sS o caslice 1,113 g, 10 b ane Jgdz diges sl
Sl oas adlol g Vet ax (o S Cal ezl TOULE 2 40 . il eads a8l static
2 58 sl Vet 5l 5 el oas aslal viet 310 ,o route cpl g casl Goyzws JB @1 55,) 10.4.0.1 &b 511.2.1.0/24 oS Jlo ol

n3 10.4.0.3 [an]

Tunnels

Tunnels list

1 wireguardllo
2 wireguardlio
3 wireguardlio
4 wireguard200
5 wireguard200
6  wireguard300
7 wireguard300
8  wireguard3io

9 wireguard3io

10.4.03/32

10.4.03/32

10.4.03/32

10.4.0.3/32

10.4.0.3/32

10.4.0.3/32

10.4.0.3/32

10.4.0.3/32

10.4.0.3/32

% % ® % % % % %

[ LI 1

310

310

peer_10101

peer_10401

peer_10.4.02

peer_10.40.

peer_10.402

peer_10.40.

peer_10.402

peer_10.4.01

peer_10.4.02

200.3.4.3

2003.4.3

2003.4.3

2003.4.3

2003.4.3

2003.4.3

2003.4.3

2003.4.3

2003.4.3

192.168.30.30

200..4.1

200.2.4.2

200.1.41

200.2.4.2

200.1.41

200.2.4.2

200.1.4.1

200.2.4.2

. é)L.\J )1)3 O™
Admin A

2022/07/11 08:04:09

Tunnels total: 9
connected: 8
Disconnected: 0

ShowperPage 10 v

routing Jsu> canlie .15.1
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Internet users by 2022 Internet traffic by 2022 Devices/connections by 2022
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60% 85 GB 3.6

Internet video by 2022 Broadband speed by 2022 Wi-Fi speed by 2022
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9, ,» Prometheus  SNMP IPFIX I sloiy 3 S,ile colaisl 655 10 gy ®
(...+1G,2.5G,10G,25G,40G,100G modules( EThernet, SFP, SFP Support

IPv4/IPv6 222

14+ MPPS, per cpu core e
Multimillion entry fib e

Source RPF e

Thousands of VRFs e
Controlled cross-VRF lookups e
Multipath - ECMP e
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Multiple million Classifiers - Arbitrary N-tuple
VLAN Support - Single/Double tag

Counters for everything e

Mandatory Input checks e

TTL expiration e

header checksum e

ARP resolution/snooping

IPv6 322

Neighbor Discovery e

Router Advertisement e

Jyame a5 sogr (ol yano o yoS0 &Sl GUI5 (rizmed A5 o Slutidy (5900l o 4SS j0 (630,15 5 eoliiul 5,50 slo ST (oled I Hlogm g,
D410 3529 ju el S L0

BGP4

BGP Community-List e

BGP Extended community-List
IPv4/6 Unicast address family o
Route Reflector client e

Route Reflector server e

eBGP e

iBGP e

Soft-reconfiguration support e
Route selection customization e
Route Maps e

Capability negotiation e

Route Aggregation e

AS-Path access-list e

VRF Aware e

Route redistribution e
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RIP

Version 1 e

Version 2

IPv6/ Version 3( RIPng) e
Route Maps e
Split-horizon e
Distribute-lists
Offset-list o
Authentication e

VRF Aware e

Route redistribution e

OSPF

ABR/ ASBR router
LSA Summary e

Area authentication e
Interface authentication e
Broadcast/ non-broadcast/ P2MP/ P2P networks e
Router priority e
Distribute-lists e

Default route originate e
Route maps e

VRF Aware e

Route redistribution e

Multi-instance support e

Full packet encryption( Soodar specific feature)
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ISIS

Level-1, level-2-only, level-1-2 circuit types ®
Dynamic hostname support e

Interface authentication e

Area authentication e

VRF Aware e

Domain authentication e

Narrow/ wide metric styles e

Prefix-lists o

MPLS 522

oloel 5 SC3l 3 RS Sloas ol gly uizren el jlio, IS Lo Ls_.l.’).,.wa e oaﬁT omb L51).3N[PLS JGgp 5l oolannl dinn sl 4 jo

59a3 sl MPLS

LDP( As described in RFC5036)
MPLS L3VPN( MP-BGP)
VPWS Tunnels e
MPLS-o-Ethernet e

Deep label stacks supported e

ACL 622

Standard ACLs( Source,Destination) e

Extended ACLs( Protocol, Source, Destination, Source port, Destination Port, ICMP codes, TCP e

flags)
Named ACLs e
1Pv4/ IPv6 Support e
Stateful e

34
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QoS 722

Class Maps

Policy Maps
DSCP Marking

Traffic Policing
Class maps for traffic classification
Match packet against ACLs -
Match packet against a source address -
Match packet against a destination address -
Match packet against a DSCP -
Combine rules and match all/any of them -
Policy maps for defining policies for Class maps e
Double criteria traffic policing -

s ingress traffic’Applied on interface -

IP SLA 822

Different SLA types e
ICMP echo -
Frequency
Timeout
Threshold
VRF
Payload length
ICMP jitter -
Frequency
Timeout
Threshold
VRF
Number of packets and the interval between them in a burst
Support reactions e
Support of various parameters for reaction -
Average jitter 4

Average jitter( percentile calculation) .
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23.04 55

RTT
Over threshold
Packet loss
Timeout
Support of various reactions criteria -
Immediates 4
Average
Consecutive
XofY
Support of Log action and Trigger action -

Recurring schedules and infinite run of SLA e

Tracks 922

Track various objects in system e
SLA -
On SLA reachability
On SLA reaction
Interface state -
Route reachability -
Specific nexthop( IP or interface)
VRF
Boolean list -
Install/uninstall static routes based on the track state e

Install/uninstall policy-maps on an interface based on the track state

Tuning 1022

Limit Memory usage of different system services
Exclude CPUs from OS scheduler e

Bind different system services to CPUs e

CPU usage weight e

System hugepages size and number

Change interface mapping e

Set dataplane main and worker cores e
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Set dataplane heap memory size

Set dataplane buffers options e

Enable dataplane polling sleep and set its intervals e

DHCP 1122

DHCP4 Server e
DHCP pools -
Lease time -
DNS address -
Router address -
Domain name -
NTP server address -
DHCP4 Client e
Request/Deny router address -
Request/Deny DNS address -

34y 2 4y sle by 1222

VXLAN Tunnels e

Static defined P2P -

VRF Aware -
GRE Tunnels e

P2P -

Protected with IPSec SA -

VRF Aware( When not protected) -
IP-IP Tunnels e

P2P -

Protected with IPSec SA -

VRF Aware( When not protected) -
IPSec o

Route-based SAs -

IKEv2 with PSK and RSA-Sig -

Integrated with PKI system -

IKEv2 Dead Peer Detection -

g LSl 22
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SA Initiator/ Responder -

SA Lifetime -

SA Rekeying -

Well-known encryptions -

Custom user defined encryptions -
Wireguard e

Wireguard server -

Wireguard client -

Normal WG mode( Uses allowed IPs) -

(routing .../ Routing WG mode( Uses static/OSPF -

Custom user defined encryptions -

VPLS and MPLS Tunnels e

2 &Y ol 1322

VLAN
Dot1Q -
Q-in-Q -
Tag rewrite( push and pop. currently no translation) -
Bridge e
s group’Supports split horizon -
No STP -
BVI -
Bonding Interfaces e
LACP -
Active-Backup -
Broadcast -
Supports Load-Balancing( Available only in LACP) -
L2 forwarding with EFP/Bridge Domain concepts
BFD e
SPAN Port e
LLDP e
Link Detection e
VTR - push/pop/translate
Mac Learning - default limit of 50k addresses e
Bridging - Split-horizon group support/EFP filtering
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Proxy Arp
Arp termination e

IRB - BVI Support with RouterMac assignment e

Flooding

Port security e

NAT Uil 1422

Static NAT
Address Only NAT -
Protocol NAT .

Uses Inside and outside cisco-like NAT( not Source/ Destination like the ones in linux) -
Dynamic NAT

Uses IP Pool -

PNAT -

ACL based NAT -
Carrier Grade NAT( Deterministic NAT)
Source NAT

PKI ol 1522

RSA Key generation/ zeroization e
X25519 Key generation/ zeroization
SSH Key generation e

Adding/ Removing Trustpoints e
Generating certificate signing request e
Importing signed certificates

SSH authorized key management e

SSH known keys management e
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(Ko ysile LIS 16.2.2

Prometheus Metrics
node hardware metrics -
network metrics -
wireguard tunnel metrics -
IPSec tunnel metrics -
dataplane metrics -
OS metrics -
Logs e
Supports Syslog -
TCP/UDP syslog client with TLS support -
Vector client -
SNMPv3 e
IPFIX e
SPAN Port e
LLDP e
CDP e
Packet capturing( with debugging dissectors) e

‘521..,;) 39 A ot 17.2.2

Automated rootfs rollback with dual A/B partition
Full image atomic updates e

Secure TLS communication e

image signing for verification e

Root filesystem integrity checksum to avoid corruption during transfer or storage

e LSl 1822

Cisco compatible CLI

SSH and local console e

Config backup/restore via SCP and local
PKI backup/restore via SCP and local
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System analyzer and crash management( exportable via SCP) e
Set system Date,Clock,timezone

NTP o

DNS client

Static host-name to address mapping

wlgs 10 O e 40 (g3l ool JB SLSLI 19.2.2

33,5 (53l 05k S 0 50 (Sletd 5 93,5 gatome s S5 L il 5 Sl 39250 VPP w0 SISl iy
NAT e
NAT64 -
NATG66 -
CGNAT .
VRRP
MGRE( And possibly DMVPN)
L2VPN

Unequal Cost Multipath
DHCPv6 Proxy
L2TPv3

Segment Routing e

wobas] Jole s 32
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Results of deployment
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3devices
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Device type Current software started Finished Deployment status
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s [P4 L &5 slo VLAN

s IP4 L

s TPA L Jgaz oy yos s 20 5 pos

cas TPA | Jgaz ot yoons 1,200 0 s

s IPA L G Js, Sl 5 pee 10 152 ooz ool 5l s,

s IPA 150 Js, Jlsnld 5 500 10 50 ol 00l 51 s,

s [IP4 LNAT

cws 4Y 2 L Bridge 3 &5 VLAN

cws 4Y 2 L Bridge 3 &5 VLAN

s 4Y 2 L Bridge L 10 8 0,0l MAC ,s MAC Table
s Y 2 L Bridge L 100 58 L. ,0l MAC ;s MAC Table

IPv4 Tagged

IPv4 Base

IPv4 20K FIB

IPv4 200K FIB

IPv4 1 Rule IACL 10K Flow
IPv4 50 Rule IACL 10K Flow
IPv4 NAT44

L2 BD Tagged

L2 BD Base

L2 BD 10K MAC Table

L2 BD 100K MAC Table

IS 0)lg sod eaSils Ol (S0 58 Cudgame Cle ds o b 64 slo diy ;0 45 54 dx g Ll 48y Oy A it slaple elul o ces

S5l G 4 s Job ol jo 0o Jobs asl jo aswy olaws a5 J)se 50 o plid |y 65 b sae polie caepu cpl o plply 05ed | e

W IMIX oS 5 Jgoyd ol iyl 1o Jsome Sl 51 oo, Ul G a5 ol cilies gl aiiy Jsb 5l c3b anes jslane TMIX aey L

el py &j50
L1518 a4 @
2L 570 w16 ®
b 64 4,28 @

ooy ALl ey B 00,0 0.5 b pilys (oo a5 sl ll ol o oI5 :PDR

Full-duplex & 50 4 (Gbps) aib s col&s5 : 192

IMIX 9000B 1518B 64B  jliss
1.887 1.999 1.984 1.052 IPv4 Tagged

1.868 1.990 1.990 1.135 IPv4 Base

1.868 1.990 1.990 1.145 IPv4 20K FIB

1.881 1.992 1.990 1.137 IPv4 200K FIB

1.887 1.990 1.990 1.148 IPv4 1 Rule IACL 10K Flow
1.887  1.990 1.990 1.140 IPv4 50 Rule IACL 10K Flow
1.882  1.990 1.990 1.137 IPv4 NAT44

1.868 1.989 1.984 1.045 L2 BD Tagged

1.876 1.990 1.990 1.134 L2 BD Base

1.885 1.990 1.990 1.113 L2 BD 10K MAC Table
1.866 1.990 1.990 1.121 L2 BD 100K MAC Table

C oo S 9.2
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Full-duplex & 50 4 (Gbps) b ,» cul&s PDR 292

IMIX  9000B
1.915 1.999
1.915 2.000
1.915 2.000
1.919 2.000
2.000  2.000
1.915 2.000
1.920 2.000
1.915 1.999
1.914 2.000
1.914 2.000
1.913  2.000

1518B 64B rlalggs

1.994  1.057 IPv4 Tagged

2.000 1.169 IPv4 Base

2.000 1.172 IPv4 20K FIB

2.000 1.163 IPv4 200K FIB

2.000 1.164 1IPv4 1 Rule TACL 10K Flow
2.000 1.180 IPv4 50 Rule TACL 10K Flow
2.000 1.170 1IPv4 NAT44

1.994 1.060 L2 BD Tagged

2.000 1.157 L2 BD Base

2.000 1.145 L2 BD 10K MAC Table
2.000 1.132 L2 BD 100K MAC Table

Full-duplex & 50 4 (PPS) 4t s ooy Jats ans NDR 392

IMIX

631.0 Kpps
627.9 Kpps
627.7 Kpps
632.4 Kpps
631.0 Kpps
634.1 Kpps
632.5 Kpps
627.7 Kpps
630.5 Kpps
633.7 Kpps
627.1 Kpps

9000B

27.70 Kpps
27.71 Kpps
27.71 Kpps
27.71 Kpps
27.71 Kpps
27.71 Kpps
27.71 Kpps
27.70 Kpps
27.71 Kpps
27.71 Kpps
27.57 Kpps

1518B

162.1 Kpps
162.5 Kpps
162.5 Kpps
162.5 Kpps
162.5 Kpps
162.5 Kpps
162.5 Kpps
162.1 Kpps
162.5 Kpps
162.5 Kpps
162.5 Kpps

64B

1.565 Mpps
1.694 Mpps
1.709 Mpps
1.700 Mpps
1.717 Mpps
1.705 Mpps
1.701 Mpps
1.562 Mpps
1.696 Mpps
1.665 Mpps
1.676 Mpps

loless
1Pv4 Tagged
IPv4 Base

IPv4 20K FIB

IPv4 200K FIB

IPv4 1 Rule TACL 10K Flow
IPv4 50 Rule TACL 10K Flow

IPv4 NAT44

L2 BD Tagged

L2 BD Base

L2 BD 10K MAC Table
L2 BD 100K MAC Table

52
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Full-duplex & 50 & (PPS) 4l )5 oo Jitw ae PDR 492

IMIX 9000B 1518B 64B rlulggs

640.4 Kpps 27.70 Kpps 162.1 Kpps 1.573 Mpps IPv4 Tagged

640.6 Kpps 27.71 Kpps 162.5 Kpps 1.739 Mpps IPv4 Base

640.4 Kpps 27.71 Kpps 162.5 Kpps 1.744 Mpps IPv4 20K FIB

641.9 Kpps 27.71 Kpps 162.5 Kpps 1.731 Mpps IPv4 200K FIB

637.4 Kpps 27.71 Kpps 162.5 Kpps 1.732 Mpps IPv4 1 Rule IACL 10K Flow
640.5 Kpps 27.71 Kpps 162.5 Kpps 1.757 Mpps IPv4 50 Rule IACL 10K Flow
642.1 Kpps 27.71 Kpps 162.5 Kpps 1.742 Mpps IPv4 NAT44

640.4 Kpps 27.70 Kpps 162.1 Kpps 1.578 Mpps L2 BD Tagged

640.1 Kpps 27.71 Kpps 162.5 Kpps 1.722 Mpps L2 BD Base

640.1 Kpps 27.71 Kpps 162.5 Kpps 1.703 Mpps L2 BD 10K MAC Table
639.8 Kpps 27.71 Kpps 162.5 Kpps 1.684 Mpps L2 BD 100K MAC Table
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Devi;g ) - Build system : Signing system - Mender - De\fice l{pdate
provisioning (QA, security) i Server verification

=== Private

(after inspecting artifact)!
Separate process &
environment for increased
security (not build system).

9 f-l lete/mender/mender.conf
b “ArtifactVerifyKey™: “/etc/mender/artifact-verify-key.pem”,

i
i 1
i .
1 |
=T L \
Corresponding ez ' slgnmfg key i
2 ————T Il 1
Keypale - | / : N
N : i K
i I -
) ' H : \
e | ' X :
Public 1 | _— > Verif '/
i i o Ny, T . L S ‘erification
verification Update artifact : ;
key | :
i Signed artifact :
i igned artifact ' .
Unsigned artifacts i checksum i 2ﬁre\:esri;:2;ut Installation
are rejected if set i ! tifact
f i The only entity that can sign ! artitac
i |
| i
i |
i 1
i |
1 i
: i
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RSA with recommended key length of at least 3072 bits e

ECDSA with curve P-256
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User Device Device Authentication

1. POST /apimanagement/v2/devauth/devices

contains auth set (id data + public key)

2. Transfer identity data + public key
-

3. POST /api'devices/v1/authentication/auth_requests
Lol

4 return JWT auth token
-

User Device Device Authentication

WS eodalin ly Jls, (YU pgas jo

03 895 load b G Lawg (S95 opl 0gd oo Cuga Sl (S8 o il o 4 ymie o] gam AUth cailgs s lfins Liwgi j9ze 35151 e
aod o, A HTTP culgs s 5o Authorization jee jo Slo, 59, 4 gm0 Jlail 2 01, o] 5 ea
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User Device Device Authentication

1. Transfer identity data + public key
-

2. POST /api'devices/v1/authentication/auth_requests
Lol

3. 401 unauthorized

auth fails for now, auth set
not accepted yet

4. GET /api'management/v2/devaunth/devices

inspect pending devicesfauth sets

5. PUT /api'management/v2/devauth/device s/{ id}/auth/{aid }/ status

accept a selected pending auth set

6. POST /api'devices/v1/authentication/auth_requests
Lol

7. return JWT auth token
-

User Device Device Authentication

3o el oass Jlasl a5 g0 Sl poss Q] Gl slpsond j0 a5 08 o0 Djgo Mender SR e Al n dele pasw !y Sl e, @
4 ol oSl Jlasl ab8 b 5y (abd alox S Loy 0 ST .00 &0 Glelae Oygo 4wl Gl 59) 4 cnl &S ol (pl (Sl )59 (Lol slajls
00,5y Jeogs (LB el 4 g abl oLk BB s wiles pleil Sl 59,

el Gloy j0 a5 38 (oo B eoliiul 5550 (piT )y 90 lojen el i (gl a5 905 oo eolittul alSgs Sl 59; s Gl pskae (o
‘S;LJ)”)@@){)QQM)Q@SJ#@ML&,J Oyl SO el po g il pe Jele e 5l At S gllo g oo LSS i L g s
s 45 (ol08 1398 (oo oual Jladpd i)l o Gl 4t g 090 (oo S Jld (p25)l Celoolital Sl )5 45 (pi5 4 09d (00 )N

55 o ool b il 5 53] S B 555 o s el

Sy 535 4 59 9 g Jele i 102 57



23.04 55

Partition A

Active

Sleloleleleig o tive partition=A
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Poll
for
updates

Devices

Build Management
artifacts server

Download
update
artifacts
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Activities @ Google Chrome ~ Jun30 13:16
OB =@ 8|0 00 0/RI0|e |0 & @1 [ |m |2z |2 @ |2 |Q |9 |c |@ ¥ ¥ |« |& |&|B|B|B|% 1x + _ e x
< C A Notsecure | sooman.net.ir/ui/#/devices ¥r @

82 menper 4 B 1pending admin@netir =

eoe

ASHBOAR Device groups Pending Preauthorized

DEVICES o

All devices = FILTERS

All devices

(] n: o Current soft

Ungrouped
P ENT o [0 e43ase27:63db intel-corei7-64 500-2005-175.09.48 2020-06-2310:51
n2-n3-n0
Device identity
+ Create agroup
Device ID mac
56399bib4920001d5234 e4:3a:6e:27:63:db

First request
2020-04-26 15:04

) Device Status Reject, dismiss or decommission this device?
Accepted

Device inventory

artifact_name iDv6_geS
500-20.05-175.09.48 feB0:e63a:6eff-fe27:5d80/64
cpu_model ipv6_te0
Intel(R) Core(TM} i3-4160 CPU @ 3 60GHz feB0xe63a:6efffe27:63db/64
License information
device type kernel
intel-corei7-64 Linux version 4.19.94-intel-pk-standard (oe-user@oe-host)
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<« C A Notsecure | soomannet.ir/ui/s/releases ¥ L I
32 menper 4 B 1pending adminenetir v
eee
Releases > 500-20.05-175.09.48 browse

Artifacts in this Release:

ast modified = Type Size

RELEASES
500-20.05-175.09.48

intel-corei7-64 2020-05-2309:53 rootfs-image 37215 MB

CREATE DEPLOYMENT WITH THIS RELEASE

500-20.05-174.12.12 L]

500-20.05-174.15.41

500-20.05-174.09.55
500-20.05-173.15.27
500-20.05-173.12.31
500-20.05-172.15.22
500-20.05-172.10.34
500-20.05-172.09.21

500-20.05-170.13.28

License information
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Results of deployment

500-20.05-175.09.48 Finished
3 devices
All devices 2020-06-23 10:40 updated

4 2020-06-23 10:46 successfully

Device type Current software Started Finished Deployment status

intel-corei7-64 500-20.05-175.09.48 2020-06-23 10:40 2020-06-23 10:46 success

intel-corei7-64 500-20.05-175.09.48 2020-06-23 10:40 2020-06-23 10:46 success,

intel-corei7-64 500-20.05-175.09.48 2020-06-23 10:40 2020-06-23 10:42 success

intel-corei7-64 500-20.05-175.09.48 2020-06-23 10:40 2020-06-23 10:40 Already installed
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